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2 ] _ 

aHtL^ffJMoaiv^y >^*«rsa*ai^- K#sttK^, iwasfcttasAs* 
jgift-r set t -r * at*:® i izmnv&wimm v^ta 0 

[If *s 3 ] 

[W#?g 5 ] 

ItrfgH 2 oi«***tWfE«MMfettW*l» fc IB©**** * — X A itZ£.V) 

* #m t -f a mfciin -> * x a o 

[»*316] 

x. a i * mwi t -r z m^m 4 x am 5 kib^o ^ta, 
ttriBte^*^ t <o m xm&m * * - * a * m ^ x w> » Kmc!*** t &j£-r & to t 
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aKiWrt of*fl«« L T $ tttt »t$l 3c ft fir 5 ¥R t , 
9 ] 

[W**l 0] _ ' 

me* i ©**«*«rE*6«aie*w«»*»?»s»t3R*#«fc^ mzm i ©w-wi«rfflv> 

[Kt#:si 11] 

t mm s tL & mm&$iM&M k & v> x . 

im&L 12] v 

13] 

ft* Kiyn^Anot, 

^safeiftjs^nas § ft* km £ *u hte»w:#i± fcfssi * ft & ii«MJffiis 
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*ftj»»*iS56«W:* S ft* 5&f£*P3 KM S ft, UTB«IMH± $ ft* *B**ttM*fl 
[W 15] 

#«^^« $ *L* 5WRJH $ ft, lfiB^i£i^± $ ft* *MMWlMW»S 

m*> mmm&mmm tarn 2 <om^m*m^x^veMte*ft*>&&k.&^ 

[»*« 16] _ 

ft**ft*Mfe*WI«lJB"e*fT$ ft* 7*n^7Af|)ot, 
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[0 0 0 1] 
[0 0 0 2] 

[0 0 0 3] 

£*±, ifi f i * ^MAt -i. ^ t t * s -ettnisc , r#iijdi«^^w- 

* X A $ tLT o 

[0 0 0 4] 

UMTSO«H(sfl;*fTo"CV»<& 3 GP PTIi, fttfMftMAIM (RNC) 

m* i rm-emm^tfet-fz i p h9>**°- a u s#^« 

i^K UliRScifca* h*r*ttfclWWT?S, gflS'.x^AOzllAa* > £*"I®K®;MTO£: 
[0 0 0 5] 

( i ) j^tKim & »* * l* 9 1 s» * o^smmn 

( 2 ) &l£il$l*J<£> 7 7 -iT*7 * — ;V/N APT (Network Address Port Translation) £M 

(4) &wjmm*'<i"-*tf&W)mm; - v^vx^Km^omxtz i pt f^m 

[0 0 0 6] 

±|S (1) «i:iiL-C, Siit©WJ»^i:Lt, ^v^-t-^cui 
) ^ y ^#<^ LAN ft * f&SU KiftS? t4Sf7k^ AMR £ ffi* 

mmfr-^*^tf^mmwmm*m-MK%ijf:L, r»x 7 vi:Mt4LANfAM 

J^h^fcy^lf^K^-^x^ K** hfc&vMi'f h^k^r-ft Lit'**? > 

[0 0 0 7] 
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±B (2) ~ (4) O^flCglLTfi, fllx-WTI P s e c ^-^©VP N (Virtual Pri 
vate Network : tiQB&R* v YV-?)tm*mmirZ> - tt^it*S 0 

vpN-y- i- z-frvxmm tfrv*. iiift«ijiHJ:vPNy-F')x'fM, m& 
&mmfflmtmmmi&mmi<~&^-c i p s e c \z x zm^rikMmimz&H-t'z ztx-n 

[0 0 0 8] w 

i«*ilft«*itf^"Ii*lTO £a£>0&#r^\ #M 2 0 0 1 - 3 3 3 1 1 0^ 

[0 0 0 9] 

$t$k<D®W]r- * mm k & it & «fAi£fi^«j&2r& k w-r * « ** i 

0- 0 3 2 6 1 0 («MH\fclR2) CH/T^tLtv^o 
[#^m 11^2 0 0 1-3 3 3 1 1 0^# 
m&3tt2] #P¥ 1 0 - 0 3 2 6 1 0^<2rm 
[l§0J<7)M^] 

[0 0 1 0] 

[0011] _ 

tit, ±s©vpN^-ei±, tem&MMmmRvtmm&m*mmf&-r%f&> & 

tft:iillil»i-VPN^- h^x^tVPN^-h^x-f -&*yfetti» We*> 
I P s e c S A (Security Association) iJtSfci"* Ji-C-Mi: fc**«f##«* V P N 

[0012] 

[if s£ »*-r * * 

[0 0 14] ^ 

ttlfilND v ^ V > ^£ - K-C* 4VPN^-Hx^ *<ftjf U v ^ U > 7 

[0 0 1 5] 

icgtn s a aqua: ztix^&ytmir, mB&mmz&wjirz vPN^hfx^cjt 

, S A^^taii - ^^^^ I KE (Internet Key Exchange) i/fi- U Ji^$*Lfc|g 
[0 0 16] 
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#112 0 0 3 -3 9 0 2 1 6 : 3/ 

^«4£fL*fflv>r*t«aiiiiiJsifcon"T*sA*«ifl9tcai£-f*o ioi^c, vPN^-h-7 

[0 0 17] 
[0 0 18] 

*y >^«-$E^-r*^jSLfc^ MiiiivPN^- h fi'f wefOffli-* s a£& 

K&i&Jii fc «R«ft»«i«lI«IJSra"t?5Sa: U L/cSAfitf&fcVPN^- 
h«7a>f ca»t*t*K, VPN^- h^xWliS^I^tLfeS Aflt&£*lJMLTil&l» 
k Bg : -^-fbiS'© ^ff 3 £ 9 izLtz?zibX-$>Z>o ^^v^i, IPsec S Alfcfilte&lS 

^iRIfeJdiftUftlJB^&L^Hr^aiSrVPNr- h^x-f Jcaftlt, VPN^-ffx 
>f f±E*$*L^«f*^r»*ffl^-C^«afe«iJSfcOWtci P s e c SA^iU Bb"^" 

mmm] 

[0 0 19] 

hi at a* 2 h^-^^s^fflv^-c^i&igo^i <D$mmz&t>2>mmmm 

y^fA^^fio PC 1 1 0^«?tLfcr^«t-*SLAN2 0li> — 9"* 
y MR) (Ethernet (R)) "CAMS £ *LT & >K 77>f7'>*-^ 90. VPN (Virtual Privat 
e Netowork) h •> a -f (GateWay) 1 0 Ot^LT'f V^-^y KM 1 0 fcgBRS ttT 
&o — »Ifi3 7i3 0 tt&iK&i&ffllttUB mmmMMmm :Radio Network Contr 
ollert#-t^) 7 0i:fiiy-f-)x^ 1 2 0 *4hLT>f y MR 1 0tfl$ 

tLTV^o 
[0 0 2 0] 

* 6 0-63 mmm cstta* ^7-^, m u 

fc*y >7-^) £ LTWL A N 2 *L, &tt£*bffll#IUi} 7 0i:*S«ft»Afe^6 0 

-6 3Woafttt, W V*-*y MR1 ORtFL AN 2 0 £0i&i: LTSfllflJU VPN 
^b^x^io 0 *fr-t&z.tx~y TV*~)V9 0*Mx.fzM1g*ft7o d<a«fcd 

[0 0 2 1] 

$<bt'> L AN2 Omt-fy YT FUXT'MmZtlX&iO, -f>^-*f HBl 

0li^n-;^7K^ ^aiffl $ *lT V> & 0 MmMMMMm 7 0b fttttSUb^ 6 0-63 
Rdfiftt, 't ^ x 'J T "f fc^"*-**:* IPsec ESP (Encapsulation Securit 
y Payload) h K4r?UJBU -O^-^ y MR l OTIiWl P^y^fc^n- 

/*;H P7KV^t LAN2 0"C(i'/7'f M P7 K l"* U P^y 

^Htt*^lx-^*«ft|«l3fe«HW«l^7 O&^M^iteJ^ 6 0-6 3 Offig fc#J >3 iST*: I 
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[0 0 2 2 ] 

L AN 2 0ltMz-&m2<D£ : )izmf&ZnZo [H^i-^i:^^, L AN 2 0i4;V-* 2 
1 0 tmk<V Ethernet (R) X y f 2 2 0-2 2 3 TifJ&S *iT:j3 *) , 
|60i:PC110 (i^n-TtLE thernet(R)^>f7f2 2 1 , 223 K&lglZtL 
tv»4 0 (fBi&£«lfc1-&£#>, J»T*{4;V-* 210tEthernet (R)*-f y 
f2 2 0~2 2 3 MULANW^J:^ o ) ttz, LAN2 0t«II# 
^fiTiS 9, ^JfeWTttsK-U v— 9"-^*2 0 0\,Z£2>m*m<Z>%ii$lMffl*ffoX\,*2> 
i^ltv^o ^0*^> #'J v--9-->^2 0 0 Kit h y\L-y ^0«Ftt**IBj4$ tLfe 

P S (Common Open Policy Service) ^Db3^iffiv>tl«?li 7 ^'lf #t 1^fitM : ^^Pf*$t : £• 
[0 0 2 3] 

4 fc, #LANf^ ^ itft #©fWffil#tflB& S NMP (Simple Network Management Pro 
tocol) K 4 *) 5/—9—X2 0 0 CV^- b L, *°'J V— 9— ^2 0 0(iLAN20^: 
#<&#**fl#^*&*Wfctfa^*o LAN 2 0**:fc*l«raflll» LT 

<s> mm<D^t$<.mmi)*ftt>tiz> 0 mmmrn h7t^ \z.\±v?-f ^t-*- * t^-^T*- 

ffiJ#Pifi&£l£SL--C45§, ^f.j y-t-A*^LANf^M^CEitS £ fcT?, #LA 

9 \z H L T 14 BIT £ H 4 fj ffirtttMl Srfi 1 ? . 
[0 0 2 4] 

^lft^*8 0 *v>tt»Hf Lfe»^*ft«36AllflKI»» 7 0t} ? 3Hs1-& Q o S 
V V^^VPNy- h^iW 1 0 VPN^- bfx'f 1 0 0t5 s Qo Sv^t 

-/*2 0 0 jKVv-t-^2 0 0 b t> 7 ^fMSfcBBfW^ttfcBq^"? £ 

**»536»©5fc#«3e*fi 1 ^o !K'Jy-t-^2 0 0«#£frBTb*:^J4, SftSrtr^T 

Ltz^mmmmWiRv 1 v ? n ? ^flws&^i&suB F5t7^ og^±©LANf/^ 

* & V> {4-T^T O LANW^ L, ®# ^7t7^ O0i§_t <7£ LAN rV<C>f 

[0 0 2 5] 

i3 -HI 6 i#ILT, ^J&^f^ 1 O^ftWCftitHHI^^rAti^t 
**B»»ilWW«l« 7 0 , 60, 61, 62, 63, VPN^- f^x^ 1 0 0 

RTftfV i/— 9— ;*2 0 0O#^^SiBJi-^o 
[0 0 2 6] 

teit^iMUM 7 0 (4. 01 it 1*18 3 fcjF-TJ: 9 41IHR«:«x.TV^o 

mmmmmm 7 0 i4, fiii3 7iiiF3 00^ miF3 1 0 

©2o«^ >*7^-*£ft;l, L2*fcS»3 2 0, 4 1 0, I P h 7 h#k3SB 
4 3 0, ^iiJlif7 p D ba^»3 3 0, W^il^f ©JfflIIH5 3 6 0, ^WWfe 
SIHU 4 0 *#x.T#^$tL^.o 
[0 0 2 7] 

TOfMblfl^n h 3/M&M3 3 0OFWC14, >^^MU3 4 

0 tJL-JfT-ftimfflS 5 Otf^&o I P h 9>*y$- h#k3£P4 4 0 ^P^SBt' 54, I 
P^SSI53 8 0, L 4 jCTSB 3 7 0 > IP s e cJK!«4 1 0#**. I P s e c fEMW 
4 1 OliESP (Encryption Security Payload) S A (Security Association) If ^4 2 

o *m$-tz>o ^fih(D^mmu\z^^m^m^mm^s>xr-^mMir^ 0 

[0 0 2 8] 

mmmm^rmm i f 3 0 o^^^l^^^t-u ^xorx-ifT*- l 
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2*k3«S4 1 Ot'J V^Wb^t, 4-*9—*'9 HBOI F3 1 0**5>Sfl!Ufc^ 
^^f-^S^-ff-^COV^tt, L 2^Sg|5 4 0 0._ I P^S§|5 3 8 0, 

3 0 i'*^-r#iJi^ii«flJWg|5 3 6 OvmmiiZ&^&MfcV&kWtfiTfrft&o 
[0 0 2 9] 

t fc, SifciSHUHf/n h n 3 3 0 * - * 7 Mi I F 3 1 0^f>^7 

[0 0 3 0] 

£ -f L 4^aSB3 7 0 K*5V*T, v^'j > ^t*- * Ltli S C T P&Sri*. 
ili%16 OOt^l'-^ii I P7KV^» «^gj^l^7 o g#co^-^ix 

i pt f 3!4§7ct-t&r*)£is i p^y ^**#in$*LSo S'bfcu 

->K;H PT KVX*aHg5c* VPN^- h -)x>f 1 0 0O/n-/^I PT KV**IB 

I^ESP SAfflf«4 2 O^ltLTV^ft^Ctt, I P s e c&SlflU 1 0 U:j3V>T 
hTW-SHbStU E SPA7 ^tESPb V-9*»ftiP§fL*o 
[0 0 3 1 ] 

iDx-T. BS-SHfc-T&l&KWu frtOL4A7/*3lf-LtESP^y/Olif» 
t'#Jp-t-*o COJffifitt, LAN2 AW**'? > WBW-SKfciftRfc* 

[0 0 3 2] 

Sf^-?^- 7 MiL 2 1 0 £*$v»T V > ^J&ffitf'frfcftfcSL >f > * — * ? Mil 

1 F3 1 0a*<b3HI£*L&o h^f§B#K }±itL^(7)^W$3i31WfctL^ 0 'gm^'r 
v hCESPA-^tESP M'- *L*»-ft-Jitt, I P s e cMSIH$4 1 0 \Z& 
\i*X**y Y<D'& J itVc i iPftt>tiZ> 0 *> LIE L < sfc^JfrfrfcttSSW * Mi** 

[0 0 3 3] 

I P h#kS3IS4 3 O^SSflti-'^f HZ>7*— Hi, «*.MrBI7 

<£> (b) Wi^H^W. HStiJ:^, ^7Ht*WIPAi!P/8 0 1, 
L4A-y/8 3 3, ESPa*^8 11., F*3 r& I PA7^8 2 1, L4a*;^83 1, A 
>fn— K841, ESPM/-58 5 l^^^ii^o 
[0 0 3 4] 

, &*R&&Jf 6 0^Cl:ot|im^ ft*ft£ilii@6 1 ~6 3 fcEJ»tf>#&*4l|jiT 
[0 0 3 5] 

JWM&fcli, «S^^6 Oli, LANi I F 5 0 0 t^MU I F 5 1 0O2o©>f > 
^x-^tlU L 2W5 2 0, llltll/D h 3/Wa3«5 3 0. ^MMm 
MfefflfflW 5 6 0, H&MS 630. Ethernet (R)#fc3«B 6 0 

^^-y >y$mW5 4 ot, x.-v t r-9iekm.U5 5 o«x^w 0 1 p 

h^M$6 3 0 Kit, 7 IP^StP5 8 0 t, IPsecW6 10 

[0 0 3 6] 

I P s e c^SSR6 1 OtiESP SAlf^6 2 0*«*rra<> -fr^^St&Kfc 
[0 0 3 7] 

*t§iIF5 1 Oa-feSMtLfc^"*- V >^r-*Rrte.-W-*tt, L2&iTO5 

2 0 C^V^'J ^^ft.a**ff*?*tfe^ LA NIB I F 5 0 0**feMLfc'>^y 
-^Rtto-if^-^fcov^-rtt, Ethernet (R)#kSS|$6 0 0, I P#kS£|55 8 

mSE#2 004-3087149 



#02 0 0 3 -3 9 0 2 1 6 ^- v : 6/ 

0 . L<L$mU 5 7 0 K£v*T^:ft^*LM5eO&SW*>:ft£f&> h a 

^«ta»5 3 0{c^v^TW«ii'fff)J^f|5 5 6 OOttlUfPfc*-^ as&^^a^fctL 

[0 0 3 8] 

Zfz, fSliIIi7'n b n;l/^SS5 5 3 0ri ? > L ANiS I F 5 0 0 frh'^ v h £j£ 
[0 0 3 9] 

^fcttUDPgyffifcfrdo I P#kSSK5 8 OC*v»T36«^tl«U!fe»«#IJS7 0O*^ 
I P7K^^ &*S*bA6 0 i*0*^V-^3ftg I PTKU^ta 

T KV*. ^$fct LTiiVPN^*- h *i>f 1 OOO^-f^-HPTK^kti^ 

[0 0 4 0] 

&fI£<?>ftft&ilbJ5 6 0©SAW s ESP SAM6 2 0 *LTV> 
I P s e 1 0W'*4ry hOflHHtfctfv^ ESPA^tESP 

[0 0 4 1 ] 

atE^f Hi Ethernet (R)#yM6 0 0 fc*V»T'; > ? mW2 Ktzlk, LA 
NiIF5 0 0*?)M?^o f^|L^li:oMIWfc*i-^. & 

LML.&'<*-7 fj^ESP^y^fcESP bV-?t^tf»^tt, I P s e c*fc«3P6 

[0 0 4 2] 

I P h#k3Ig|$6 3 Oj&^Sffi-f S^*"? F©7*-v? Hi. 0I&WTBI7 

O (a) fcfl&aS*i*o IH^i - ^ £ ? ^ Hi W I P^y ^8 0 0. 

L4a»;^8 3 2 , ESP^-^810, F*Jlf& IPa^/8 2 0, L4a-^8 3 0, ^ 
-fn-K8 4 0s ESPhV-7 8 5 0^^i^?ti^o 

[0 0 4 3] 

HI C^UVPNy-f'Jx'f 1 0 0l±«;iHrH5fc^J:7fc*j£*#x.-CV»* o 
[0 0 4 4] 

^i:i±, VPNy-Ffx^lOOl^ Global IP IF 7 5 0OTr 
ivate IP IF70 0, Ethernet (R)#kM 7 1 0, 740. h > * ;V 
Ik^SSB 7 2 0 > I P s e cM7 6 0^?>il?Wo >1^H> h>*/HKa&*!s 
a»7 2 0t±e»(W»«»7 3 0 *«SpL, I P s e c&S»7 6 OfiE S P S Alt $fc 
7 7 0 Sr«#i-^.o 
[0 0 4 5] 

H8~l 4*#,1U, ^m<Dmi C0|IM^J^^<2,#i&Mv^T-A^#^i-^ VP 
N^-f^x^ 1 0 O<0tt#rt#fcov»Ti$MfcttiBf *<, 0!lx.tf. ff»W»fll*7 3 0 
li I 8 i:i t i ^ ^g^f - 7*;v 9 0 0 * f> « ? n ^ o itfli, ^Ir-^V9 0 0 

[0 0 4 6] 

HgJiVPN^*-!*"?^ 1 0 0©^Ml7n-^Ltv^o 
[0 0 4 7] 

VPN^-h7x^fl00«> 3Ht Lfz'** y h <Bfl.«5 IPa 7 ^ftO^MSTC I P7F 
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[0 0 4 8] 

y b**ffii*«IWE#^as#*ttQ o S ->^y >?&mi Ur? 7°A- 6 
[0 0 4 9] 

IPsec^yHKlt^ Ut7 ^A— 3 ) o 
[0 0 5 0] 

7" A — 4 lc^v^-C^^i-^>^> > U tfftfeir 2>frt*7fr* $U SO L (*-r ? "/A- 

h U*q?fitft»t*Ltf, Sf^-;bS:«3ilt4 ^A-9) o 
[0 0 5 1] 

"/A — 1 Ki3V>T*i-SBI P^sy ^fi^«5BI PTKUWn-^T 

-4) „ 

[0 0 5 2] 

KE/^y FWi^lililtS I P s e c'^? h^Sfctr? ( 

^f«;'/B-2) o 
[0 0 5 3] 

SW&SlfcfTV* Uf^B-5) „ tst^x^hv^fiL^v^it &m'**y V 

zmm-fz UfyyB-6) • 

[0 0 5 4] 

Hi Ofc, EI9^Xx^-/A- 5 fc:fett£T K^l*^? b^i©7n-^f„ 
P7 K^T^lf-^V9 0 00^7^^- h7 KI/X^iL ( 

o 

[0 0 5 5] 

mm-r^^yy y#3ftEi*a:v»»<fr«t, mmr--?* 1 * o o \,z%rtz&^> v y Sriijuu 

(^T-y^C-3) , ^S^iE^^TLfcClt^^-rT KV^il^nJS^Sr^-r^) 
[0 0 5 6] 

mi i KVPNy- h^x^ioo j:a s Aflisiojijn/fiii^ao^n-sr^-j-o 

[0 0 5 7] 

i&fln3S*T**»£\ ^y*-^i:^ift4IP7KV^ lPsecyo^;H 
SUSt/S P I (Security Parameter Index) O-t^T^IWI— •CabS-x:' h U OTf fti - 4 *r 

h 'J **f3tfca&llDL > S AW^itW^^jEW-r* 

) o Xfy ^D- 2 tcis^-rSf^^a^^ b U*q?^4»^J4> S Alt O 

[0 0 5 8] 

anfes*Tab*#^, yfe-yrtotifisitra— > u 

SWf*??t« o h y^fffti - **^ SA» 

^by&)»L . S A1t»J^jS^«r^S-r^» 

o y ^D- 6 ^wCtStSi> > U^t4v>i^ S AtiMMlllfeictfSr 
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[0 0 5 9] 

W12\z % 09©^fy^A-3, B - 2 Visits VPN^- h-?x>f 1 OOtiil 
P s e c/^? hfclW7n-^f 0 
[0 0 6 0] 

[0 0 6 1 ] 

^7^/<-H Ftv^y b *$«Lfc»£\ ESP^? /^SP ITS AtiHMrfc 
#fC^yf-i"*^> h U ^^WJfei"* E-3) 0 

[0 0 6 2] 

E-5) . P^f iOt^L /Ofll*TS AtiWftOlS^-*-* ^> > 'J £4£*L 

X v y ff ^ i > > 'J «t ^ ^ ^IJSt S Uf?^E-6, E-7) 0 RMS 

[0 0 6 3] , _ _^ 

E _9) ^ SAif«OM'^^iS5feIP7KV^^i:t4IP^-^(:Sltx.t 

„ tT'^Mmmzfti ut^E-io) o 

[0 0 6 4] 

^ILv^t^^^W^^llSEt^ Ufy^E-ll, E-12) « 
[0 0 6 5] N ^ „ 

r-^E-14) > yt*-y h ttglJ ifi^ Ur^ -/E- 1 5) 0 

[0 0 6 6] 

6) , SAflMKftJp/ffll»R*-c**»^. EH 1K*^S AW^in/WU^a^fi 1 

-5 Uf7^E-17) o 
[0 0 6 7] 

y ^ofllSl-CSAfflffSloR^-t-*^^ h V £*fcs£U -77ft5i> h V 
*J5ei--5> Uf7^E-18, E - 1 9) o 
[0 0 6 8] 

fif§x> F'Jiq?4L*v^li^y htlSt^ Ur^E-2 0) o 

? ^E-2 1) „ S A» h > I P 7 K t I P a 

t^lit, *-/-fe/WME» s Hrd (^f-;7"E-2 2) » 
[0 0 6 9] 

HI 3CH9^f?^A-8, B-5 Kj3tf&VPN**- W 1 0 0 lc «fc «2> I K 
E^y MElftI©7n-^^fo 
[0 0 7 0] 

iW7h^iLW^^7x-^ (IF) OipJS&*fT-9 (*7-y/F 

-1) o 

[0 0 7 1] 

S«I Frt^tM^- b I Ft$^^ 3Hf5BI P7K^tgIf-^9 0 00 

F-2. F-3) o 
[0 0 7 2] 
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[0 0 7 3] 

mm-r^^-y vv^^-r^^, mi p^? y*m&i* , &s 

[0 0 7 4] 

— vj, ^^y^F - 1 i:*v»T$fiI F#^n-;^I Ft*4*^, MxIPTK 
l/7-egIf-^9 0 0O/n-A>7 Kl/^fclfcSRU v?ft4i> V a^&i" 
**»**fl5£-r* Uf^F-7, F-8) o 
[0 0 7 5] 

&M1r&^> Y y*q¥^EL&v>*#J4^ y > *m^1r2> y 7F- 9) o MM~t 

£t4 Uf^F-10, F-ll) o 
[0 0 7 6] 

iifjx> bU^qSpeELftv^-ft-Ji^y h*«3H"t* Uf-^F-12) 0 RiS 
f-5x>hij^4tst^ ^HSIPA^^liL Uf y^F-13) , 
^> h V K|BfW>79-f ^- b7 Kl^fcJ&Sfcfc-r* I P^y ^*#JnLt\ ^^-feMb 
teSSfcfr? Uf'^F- 14), 
[0 0 7 7] 

H14K, S9^f7 7A- 6 iz&lfZ VPN^- ^x'f 1 0 OCi^Qo S~>^ 
[0 0 7 8] 

S-f^?' FOfllSESrff^ Ux^G-l) o 

[0 0 7 9] 

$tIF#"/5'f^-HFO»*, S«bfc^#«MlPJSS# (COPS Decisi 
[0 0 8 0] 

WJfeft*** TNG J <!0^{±#iJ5t^i: h5t^ffi*mQo Sv^t'J V^fc-ffc 
J&L, M^fiJ^i^ 7 0 Izmm-tZ Uf?^G-3) o 
[0 0 8 1] 

abT, *ft*3fe*iWflP» 7 0 U-ry/G-5) o 

[0 0 8 2] 

— /j, XTy-fG- 1 i:£v>t§f I Frt^nwOH F QoSy^t'J>7 

ftit (COPS Request) ^7-b-y4"ML> * 0 y->-t-^2 0 0 i:lf 
(*^y7G-7) o 
[0 0 8 3] 

*-y ^2 o 014, MjLim6Kmi-£7*m$.*®iz-'z^z>o Mrfotoi-MW-r 

-St, ^—9—^2 0 0t4, LAN IF 1 3 0 0, Ethernet (R)#kMl 
3 10,1 PfimU 1 3 2 0, L4 mmU 1 3 3 0, fflW/n h n ^iaSW 1 3 4 0, % 

mmm*im.ui 3 5 o^«itii$w 0 *«»7n hn^iai 3 4 0*4, cops 
#mu \ 3 6 0 tsNMP^siisci 3 7 o^-r*,, itLfeo^Aaffoafe^fls^Aan 

[0 0 8 4] 

SNMPftlSl 370 (4, LAN IF1300, Ethernet (R^SSB 1 3 
10, IPW1 3 2 0, L4MSS1 3 3 0tlT§tL7t, LAN 2 OOLANf 
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$j$MIM9 1 3 5 0 izm%a-t2> 0 
[0 0 8 5] 

ff*«IflS&l»1 3 5 0tt, £*lfc<&W**JR*/ir«U LAN2 0fiOf*ilP^ 
[0 0 8 6] 

COP S^SSBl 3 6 0 14, ffttftWM&Ml 3 5 0 h O^fc^tt £ - 4 > 
L ANf/M * LT^ftOttlfllsRRt^ «§R* COP Decision^ 

[0 0 8 7] 

VPN^- h^i-f 1 0 0**?>3ie)tLfcffi*«llftlS*^ y-fe-vf^ LAN I 
F 1 3 0 0 , Ethernet (R)#kgg& 13 10, I P&SSB 1 3 2 0, L 4 1 
3 3 0 fcigT COP S#kS£& 1 3 6 0t:l^i, COPS 1 3 6 0 rt^JftflflffilSI* 

^ y -b-^rtO h?t y *««fc#ttfttt««#*8lffl U ftrttftUfll&a** 1 3 5 0 Kdifcl 

[0 0 8 8] 

i^iirL^«*<w«i«afc*K«5tj|**«:cops«fca«iJi 3 6 oi-ii^ni-^o fljgtt 

*** TOKJ -Cfcofca^KWU COPSWl 3 6 0 liW^tt^fc^^tL^ttflHI 
LAN 2 0 iff b 7 H ©»±0 L A N f ^^S^Iif^TWLA 

n r*u * iz y ? t y ? mm. t wummm * * rr-t £ » 

[0 0 8 9] 

tcsi^-rso 1 5 n*jv*Tii, itia*^ 6 o«i^7 >-^->* 1000, 

VPN-7*- ^x^io OOSHMB'**-? h ->-$-V* i o 1 0> K^MUijbMfPA 7 
0 ©SHM!'**" ? h ">-^>^. 1 0 2 0 £^LTV*& 0 
[0 0 9 0] 

^Hife^X-ti, VPNy-h^x^flOO &ft&£ilbffllttJi7 OWfctt^fcS A«& 
S*LTi3!K #NftjfettA6 0 tVPN^- h-JiOO OWTS A &R*M>£fc 
«:«ytMr^M(i, *s«at*W*»7 0^iii«6 otttoWfeZfLX^Zlnb-t 

[0 0 9 1] 

C P (Dynamic Host Configuration Protocol) K 4 g^O:/^ UPTK^t 
UX# Lfcfc, DNS (Domain Name Server) fcfflflj LtVPN^-b^x^ 1 00(0^7.^ 

[0 0 9 2] 

-e-Oft, VPN-7*- 1 0 OKMLT, 7 OO/n-W KV 

[0 0 9 3] 

4&U£#* &TVf (1) ) o 

[0 0 9 4] 

jgfej y-b-^*$tt^i»*«lJS6 0 14, VPN^- h*i>f 1 0 0 t<D I SAKM 
P SAS0 f ±UT!)O2o©IPsec S A£?ij7--r£ 7 -f ( 2 ) ~ ( 4 ) 

) o VPN^- b^x^flO 0(4iiiii6 OifrfcSfeLfc I h 
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[0 0 9 5] 
[0 0 9 6] 

o izm%ai-&o 

[0 0 9 7] 

1) -C-fey h L1z?J-**M®rtZ t&K, S AIMWaSltfctfM y -fe- ^KtR^T 
LfcCtSrafcrT* {*T-y7 (5) ) o 
[0 0 9 8] 

£tUC J: 0, VPN^- F^x^lOO £&$&%A6 0 I P s e c HiSBfr* 

OTtg fc * ■? . VPN^- b 9x-f 1 0 0 *fr1r2> i fc"C«*^ 6 0 
iUlP^7 0liIPsec S A K«££H£-^rttl# Uf 7^ (6) ) a 
[0 0 9 9] 

tU VPN-f - h ?i>f 1 0 Otf s S Afltfta&in.* y-fe-5>*3HfeN:T K> 
[0 10 0] 

mi 6Rtreii 7£#jsl-c. 1 ©mtfi^sf ttiiv^rAi^tts 

[0 10 1] 

111 6 CS^ J if Lm^'>-^>^^^to HI1 6CiJV'-C(i, 
mm 7 110 0. VPN^- hfi-f 10 0^7 h3l 

1110. *°«; v--9--/n'2 0 OO^^y bi&*ftr>-'3 r >* 1120. 
4ft££ifeJ5i6 0 0^7 b ■* 113 0. #«|S»*8 0©^v h^t^fsv 

-^•yxi 1 4 0 £^LTV>£ 0 
[0 10 2] 

fttt&flMNM7 Of*. 5£KljHt3 7»3 0^f>^-y>m^ y-fe- 
4i {7y-yf (1) ) . ^»|3S*8 0O^-9>ytfrv> Ur^y (2) ) . itU* 

(3) ) . ttL*$«Lfe*ftj»3fe*«l»»7 0t±«l«a*«l«6 0 CitLtM'J >^IK£ 
5*«rSHBi"4 i^TVf (4) ) o 
[0 10 3] 

tejupj >^oi£je«-^T-r-5 t . mmmnim eon, msm^mmm 7 0 \zmmv > ? 

«jatS#t«»b (XT? -7 (5) ) . «&»%1W»» 7 0 tt. RRCa^^va^ 
^W*80CMt^ Ur'^ (6) ) o 
[0 10 4] 

^Ttii*i«lliI7 0KMt5 {77-yf (7) ) o f©^ ^M*8 0Ji. * 
«'T"^7'-i'>7*-^t:J:^tliS:fio (^?^ (8) ) o 
[0 10 5] 

K (9) ) . ^-y^/l5«r*iMliai3 7«3 0fcig3£1-* (1 

0) ) o mWii^7 Ofi. #lfrillf 3 7^3 0^f>If)W:il7^-fe^ 

^T^ias^y^-^^Sfllt {7t-v~? (11) ) . *S«a^T7?l2:ll*> 

[0 10 6] 

illilii 7 0tt, &$i&&M6 o ^«ftj»u >7W&m&z&mL ( 
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(12) ) , w^^6 oii^v >?<DWfch^7-rz> tmmv 
Uf^ (13) ) o 

[0 10 71 

^fc&JfcU &*fcife«lJ3 6 OKj&fT*-* (Xr-v? (14) ) o 
[0 10 8] 

K&m-rz {TsT-v? (i5)). ic-eoQ o s^^^-u yytte^ mkizi p-al 

CAP (Access Link Control Application Part) v^-^U >^t^^ 0 
[0 10 9] 

$^h5t7 *tiN&K&o*# ^rftfl^^ff Stfl^^Jl^ir^ L/c^flifPlf # 

y 7 (16) ) o 
[0 110] 

VPN y_ > .7 W 1 0 0 ti> ^iftWIttU&^r^ yt-y^SttiSftflfel**^*** 
WWffifftfcQ o S ->^y "C«S»3fei&lW«l« 7 0 Kang-r* Ur7^ (1 7 

) ) o **J&^Tti#U ->-^-A2 0 OT&^vM^nT^^J^t^^^LTV^o 

1° 1 1 1 J _ 

&ft£*MflIM7 Otis 5&«l#5|c8 OtC^ai^r 9tt5fe Sr36fi-t* (X7-?"f (18)) 
10 1 1 21 

f£T Uf-^ (1 9) ) o W*8 0li> 4te««J«I^7 0& 

O f Stt3i«3T»3 0 £ML-Cr'-*iI*§£fi :: ?o LAN 2 O^iSIffyH^O 

[0 1131 ^ w 

HI 7K#tm*8 VtzWi&<OW>fti'-*>XZ*~to Ml 7fc*3V>TI±. & 

0 0^7 hiHS'flv-^* 1 2 0 0. VPN^-Ffz^ 1 0 0^ 
12 10. #U *>-■ 9— '*2 0 00^? bSfeSfllV-^v^ 1 
2 2 0, mm&%LM6 0O/<*7 h^«v-^>^ 1 2 3 0. &ffrW£8 0C^9 h 
^Sris v-^ 1 2 4 0 t/pLtv^o 
[0 114] 

8 0 li> 7*' — * *>>&(BR** f'JifiLTRRCa^^v'a 

70 (i) ) o ^tt^$«L7t^^fy«M7 ofi. « 

6 o^amy* (2) ) . *iiii6 0(i, & 

(3) ) o 
[0 115] 

M&mme ofrbvumv >?wtfciB&*%mLtzmmmmmm7 on, rrc^ 

*^5/9>«3g*lltttit*8 0 L (XfyT* (4) ) , #1*^*8 0li> MU > 

* OKJgd^T-f * k > RRCn^^a >|»e*T**Nft**W«» 7 0 _( 

fPDP3>rW hR^fc^ttM^TlHS 0 K3Hb1"& Ut^ (6) ) 0 
[0116] 

£*l£gtf-C, 0(i. «T^-b^^T7«!l^ll*?:«*»J®M 
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I7 0li, mm&MMG Olz&ffiLV (8) ) , M^Hfc 

) ) o 

[0 117] 

, «^^6 om^mm-tz Ur^ do) ) 0 vpN^-f^x^ iooit c 

0 smn^^'Bmmmm^^ ? 9— ^2 0 0 Kmfs-tz u-r * 7 ( 

1 1) ) o 

[0 118] 

9— /*2 OOlt JR*L^itfimra«mi:TOM«^^^ y-b-^-eii^Q 

(1 2) ) o 
[0 119] 

VPN^-h^x^ 10 014, ^tUTO^ fr&^ttf^^ ^ 

ifJWIf^^Q o S v^f-V >^K^T«*»J#PJi 7 0 {KTvf (1 3 

) ) o 0 O^t^tfJSL^^LTV^o 

[0 12 0] 

$ft-£frBTL£Jl-£\ *"';y-t-A2 0 0(i, LAN2 0©LANf >5ti 

y ^ffi^fc^$ij«if#^is*-r-?. (m&*t-f) o -eo^. Asia^fW^ 7 0 ammo® 
■*8 oizft Lxmi&^T 9 nfc* mini- z (^f7f(i4) ) 0 
[0121] 

mmm 7 0 izmta-r & Uf^ (15) ) 0 ^ti^^fx^ itiMM7oit is 
i7^-t^^77aiitWiii37i3 0 izMm-tz (xt?-? (16) ) 0 
[0122] 

#1&*§*8 0&. ^ItfiHi^Tim 0*5)7^f^-f fPDPn'/fn 

<§-r& {7.7- v~? (17) ) mm&mfflnm7 oRzfmwjmm^TMs o*m&Lx 
r-tmmzftio lan 2 o<omw)mmh7ty?<Dm&±fc$>z>LANrs<'{xi$M 

[0 12 3] 

n 1 &t>*2 k^-t * ? h v - ?wj&m*m^x^mm<Dm 2 <o^mm\z^kt>^mmm 

i-mj&iffiz.x^2> 0 

[0 12 4] 

m 1 7 0 <om$L t it^LT, 2 <^*iSMt?{i. I P 

h y b#LJIg&4 3 0^1 P#L@Lg|$3 8 0, L 4 #ISSB 3 7 0 > IPsecOT 

4 1 0«nx.T, ^UE^a^4 5 0 £'ffx.TV>;g, 0 
[0 12 5] 

SSEftkaglU 5 0{3\ »^^6 0-6 3 i: ^WCBSEfcfx? t^iz, WM^^JL 

tzWi&Ki*. m&&**-x^zm^xmm&mm<Dtkj&i>fto 0 mm&m\mm7 oi± 
, s kifimtL-r^ ikf&LfzmiftykGMzypNr- > ? ^ i o o Kii£n-r&o vp 

N-^-l^W 1 0 0li> C10**fr**li^fflv^-CM^M6 0~63^tIPse 
c S ACDfiSjt^^T^o 
[0 12 6] 

m*«6o&, #!ix.{fnii 9&-^i-^£ii;i&o ^^xconmmxkt^^ikm 
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1 WHife^JST?W«ft«l»»Jg 6 0 0«^i:Jt^LT. *J«fe«-ett, > 
M 6 3 0 i!)* I PfelSR 5 8 0 > L 4 5 7 0, I P s e c 610 KlJn^T 

, 40^'Plx.TV>-g, o S9E«b9ffi6 4 0 tt, «l*»J#PJS 7 0 £<Dffl-?M 

Kfrfr5fc*fc. ±J£L^:©|E« ! aaS4 5 0 fc ra»<0««6*;£i-* o 
[0 12 7] 

02 0 - 2 2 ^fflvtVPNy-h^x'f 1 0 0©ttf^7n-«:R!Bt4o 
[0 12 8] 

02Ol:^Ml7n-.^to Si*, ? > *3fcflrf* - £"«S£Pi§&U £ 
mLfc'itry Y(DmM*mfc1rZ> Uf-;7H- 1) 0 b^I P s e c/* 

ht*ifeo/:i^ tit J I P s e ca77 hfel^fi^ "/H- 2) • IK 

E^^t*o» RFC 2 4 0 9"Cfig$iit^4 I KE^y hiltlt:^ ( 

^r?7H-3) o h-c*o^a^. ^jfei-sBfE^^y Ymmmwzfr*) ( 

sy^tu yy&mtmm'e&Zo ^mvtz^y v^±.m^<om^t^y h*mm 

[0 12 9] 

H2 1C, _LlBXx^ ^H- 2 £iJ#4 VPN^- > * * >f 1 0 0 <D I P s e c ? 
f^I©7n-^gf 0 il©HiIl-e^L/;iai 2©IPsec^? h&STM^ 
^n-;\*;i/ 1 F*»?>^ v b *£#U ESP^y ^©SP I S A«»*:*fc#L;fclfc 

Xf77E-17T-S Alt ailJn/illfe&aSrfi 1 3 «£ 7 tw Ltv^^, 
, /^y h*SO#SA«^Sn/»IIfcK#^li*<* WE'*** hTNfc*»#K, SAIf 
*iftin/B0K5*!sSO^*' »> KBK'** 7 h iSSH^S*:^ 9 (* t y ~f I - 1 7 ) j&t?* 1 

[0 13 0] 
[0 13 1] 

H 2 2 ICIH 2 1 <7>*x y :7°I - 1 7 KisltaSSE'*^ ? > »I©7 n - Sr^i",, ^ 
t-f ^^ry h^^mhtz IF (Dm^^fO (XT V ■? J - 1) o 
[0 13 2] 

I F^T^-f^- > I F^, rtfflS I Pa-^OSP I t?S AflNftfc&SSU ^ 
7ft*i> b U Uf77J-2, J-3)o 

[0 13 3] 

[0 13 4] 

gf^i-^jcv > y*capSi-*»-6», SSt^ S Affi«Jc|feo*§^'fbSrtrV^ (Xvyzf 
J-5) . S AflMRtf) V > * frUfflfcto I P7 KV^"e*^*MbLTigSt4 (*T3> 

yj -6) o 

[0 13 5] 

f7*j-i k*5v>t3«i F^*^o-/t;n f«S^, ¥fr*;£i^l£M y 

■fc- y"e**j^O*l5B*tf 3 »;7j-7) o 

[0 13 6] 

♦tfr*^ii£M y-fe-S>-e***£\ ^ y4r-S>rt0^1if##«fc«ltflU I P s e 
C&SSB7 6 0 KaatS Uf";7*J-8) o 
[0 13 7] 

^tlW«0i^, rtffil P^y ^OJS5lcI pt Kw^-cgif-y^9 0 0 *tfc*U 
7?ft4x> h V JfrfcWfei"* (^ry7"J-9, J- 10) o 
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[0138] / _^ T11 s =^ 

f^-f %>^y h yaqfflELfcv**^*'**-* h -burnt (Xr^J-l 1) o 

LT|S3|-t4 2) 0 

[0139] 

SttMig I70fc A 6 0 "TSM fttt * HLfll-r * £ * »^ ~> ~ * > * * lI 

10 14 0] , 

;V9 0 0 &^#i£5g£*LTV*;& i^itSo H2 3^v>-Ctt, iIii«6 0O;^7 
bm^flv-^* 1 4 0 0, VPNr- bfi'f 10 00^7 h ~> - ^ > * 1 

4 10, RVmmMXMnM 7 OO^? bifiv-^^^ l 4 2 0^Siitv^ 6 

7 0fc©B-C*EBIE*ffa Uf^ (1) ) o id-COBBE^tt, 08*.tfBiiEtt* 
mM Lfc*- * ^ v / v Tsfty *m.<n>v y9 4 K^tf^ffl »sit~efo2> «, 

Xi^Ci »)EIE®ij^f f Mi^4jS«rtra (XT?? (2) ) „ iiWi^* 
-XAtttii, flilfD iffie-Hellma ni^^^^Jffl RT^-e&So 

ftoii^T-r* m«ukam«p.jq7 oiivpN^- h-)x/f i o o c**L-c*wr 
*^rttSra»-t-s (3) ) o 

[0144] 

&tt&&J3 6 0 li±«Lfct» Lfc*ttlr##**J§v*f I S A 

KMP S AOtft&Srfi^ {TsTVf (4) ) o 
[0 14 5] 

ISAKMP SAt«St4^*PIPsec SA (±5) kIPsec SA 
(T«5) Ofltai&'fT ? (5) > (6) ) o 

[0146] 

±>)/Tl)<02-5<?)IPsec S A^SL^a t , IS^^ 6 0 £«l*:HiifWM 
7 0liVPNy-h>)x»f 1 00^t^-t^^ IPsec E S P ^ i S 8f •^Hbifi'fl 
OTtBfcfc* (7) ) o 

0 0W»v7h^x7te(:*m^^A (^i;-Kiyn77A) , 
s?7 j*) fc. -etLWPN^F^x^ 100, &&£*bfflI1iPJ3 7 0 * 3 ^ 

i^##^^';-?-0'HfeO|B^#t" ; feffl$^ *<0HB««#**S> VPN^- h 9 
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5] ^|§HJ^^10«^^^^^VPNr->'>^-f^>^*^^ D,; '^ ia 



[0 6] l ©jWtWKiJtt *# V v-t-^ot***t^n ^B-e* 

°ii 9 1 i ©ii^^^t^ v p n^- > x^f ciJtts &itzm znw 

[010] #|PJ<7>ffl 1 <D*Jfc«fc*»t* V PNy-bfx^7h l/***n*fc«* 

" d 9J t i r^woft 1 t^tt a V P N^- > 9 * 4 s aw 



[HI 2] 1 o»t?Ji:i3l^ V P N^- > f x ^IP s e c»*y >^ 

[HIS] *«W©*l©«»«e^t4VPNy-bfx-f«)IKE^!' >#kS 
£. t^tjfj -3- £ -7 n — -f- •Y - h "C * & o 

[mi 4] *%w<omivmMm'&nzvPKr-hvx.JK&vz>Qo sv^*t 

[Hi 5] ^|&^^^l^M^^^tt^«*»m^t«^M^^®^Pfl5S 

""* ^\ jy^j "7^* 3^ 

[HI 6] ««©»10«flK*^*iWff««M^ i '-*"^ l8iy * 
*[■ 1-71 i o#Mffl^*»t*»ffi»«ff*«ll*ttftov-^>^BI-c* 

[HI 8] 2 O^IWl^it'SftlWW^^*^*^"^ 7 ' 13 ^ 

[h°i 9] ^mmom2ommm^n^mmmmm(omm^i--f^y^m^^ 

° [H 2 0 ] 2 ©WJ KStt* V P N**- > * * >r o^#»a*»wi-* 

7 [H2tr*i^^°2^^»J^i^^^*^ VPN ^~ h fcfctt* I P s 

[h 2 2 ] *%w<r>m 2 <D%mw n z v p n r- \> * * ^ ? > 

IH2 3] ^^^^2^^M^j^fcst^«^©j^^ti!i«AkMP^^a«r» 

[#■*«>»«] 
[0 15 0] 

i o : 4 

20 : LAN 

3 o i^mmm^rm 
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60. 6 1, 62. 63: te^mi&m 

7 o : m&&ibMmm 

8 o : mm*®* 

9 0 : 77 4T?7*—Jl' 

1 0 0 : VPN^- bfi'f 

1 l o : P c 

12 0: b * * 4 

2 0 0 : v--*r-^ 
210 : ;v- * 

220-223 :Ethernet(R)^'f^ 

3 0 0: »M=rTMI F 
3 1 0 : 4 V*-** mi F 
320. 400. 520:L2 #kig£& 
3 3 0. 5 3 0 : sfMfofcSUHB:/! 3 b 
3 4 0. 5 4 0 : fir -TV > V^MU 

350. 5 5 o : 3.-*fr-*®mw> 

3 6 0. 5 6 0 : «16«Sj»a««0«l» 
370. 5 7 0 : L 4 

3 8 0. 5 8 0 : I P&kWm 

410. 610. 7 6 0 : IPsec iHkMU 
420. 620. 770 : ESP SAffiil 

4 3 o. 6 3 o : i p h&Stt 

440. 78o: mmm^mu 

4 5 0. 6 4 0 : WMWMU 

5 0 0: L ANIUI F 

5io:MtmiF 

600. 710. 740 '.Ethernet (R)#kSSI$ 
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